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In March 2022, the SEC finalized rules to enhance disclosures about cybersecurity 
risk management, strategy, governance, and material incident disclosures. These 
rules added a new item, Item 106, to Regulation S-K, which requires registrants 
to describe their processes for assessing, identifying, and managing the material 
risks from cybersecurity threats. This new item also requires registrants to disclose 
whether any risks from cybersecurity threats materially affect or are reasonably 
likely to materially affect the registrant. This includes cybersecurity threats as a 
result of previous cybersecurity incidents.

Additionally, the new rules added a new item, Item 1.05, to Form 8-K. This item 
requires registrants to disclose any cybersecurity incident that they determine to be 
material. In the disclosure, the registrant must describe the material aspects of the 
nature, scope, and timing of the incident, as well as the material impact or likely 
material impact of the incident on the registrant.

Rules have also been adopted such that foreign private issuers must make periodic 
disclosure comparable to that required in new Regulation S-K Item 106 using 
Form 20-F. Form 6-K has also been amended to require foreign issuers to furnish 
information on material cybersecurity incidents that they make public (or that they 
are required to make public or disclose).

These disclosures must be made using the new Cybersecurity Disclosure Taxonomy 
(CYD) in Inline XBRL.

In the illustrations contained within this guide, Text Block concepts are shown in 
blue text. Concepts that require a Boolean value are shown in green.

Samples in this guide are shown for purposes of illustrating how to tag a 
disclosure; samples should not be assumed to show what data should be or must 
be disclosed according to Regulation S-K.
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Regulation S-K, Item 106
These new rules add disclosures to Item 106 in Regulation S-K as follows:

Item 106(b) – Risk management and strategy — Registrants must describe their processes, if any, for the assessment, 
identification, and management of material risks from cybersecurity threats and describe whether any risks from 
cybersecurity threats have materially affected or are reasonably likely to materially affect their business strategy, results of 
operations, or financial condition.

Item 106(c) – Governance — Registrants must: 
• Describe the board's oversight of risks from cybersecurity threats. 
• Describe management's role in assessing and managing material risks from cybersecurity threats.

In the CYD taxonomy, the concepts that correspond to the risk management, strategy, and governance disclosures are generally 
narrative text blocks. Many text block concepts are paired with concepts that represent Boolean flags to indicate whether 
certain aspects of the cybersecurity processes and polices are true or false. For example, a Boolean concept can indicate whether 
a process exists or has been implemented and, if the value for that Boolean concept is true, the corresponding Text Block 
concept will indicate how it has been implemented.

The concepts that appear on this disclosure are detailed in the following table. Note that in the Reference Text column, 
emphasis in bold is added to clarify which portion of the reference text applies to the use of the concept. Additional context has 
been added to reference text using square brackets ([]).

Element Name Reference Data Type Reference Text

cyd:CybersecurityRiskManagementProcesses- 
ForAssessingIdentifyingAndManagingThreats-
TextBlock 

Regulation S-K, Item 
106(b)(1)

Text Block (b) Risk management and strategy. (1) Describe the registrant’s 
processes, if any, for assessing, identifying, and managing material 
risks from cybersecurity threats in sufficient detail for a reasonable 
investor to understand those processes. In providing such 
disclosure, a registrant should address, as applicable, the following 
non-exclusive list of disclosure items:

(i) Whether and how any such processes have been integrated into 
the registrant’s overall risk management system or processes;

(ii) Whether the registrant engages assessors, consultants, auditors, 
or other third parties in connection with any such processes; and

(iii) Whether the registrant has processes to oversee and identify 
such risks from cybersecurity threats associated with its use of any 
third-party service provider.

cyd:CybersecurityRiskManagementProcesses-
IntegratedFlag 

Regulation S-K, Item 
106(b)(1)(i)

Boolean (i) Whether and how any such processes [for assessing, 
identifying, and managing material risks from cybersecurity 
threats] have been integrated into the registrant’s overall risk 
management system or processes;

cyd:CybersecurityRiskManagementProcesses-
IntegratedTextBlock

Regulation S-K, Item 
106(b)(1)(i)

Text Block (i) Whether and how any such processes [for assessing, 
identifying, and managing material risks from cybersecurity 
threats] have been integrated into the registrant’s overall risk 
management system or processes;

cyd:CybersecurityRiskManagementThirdParty-
EngagedFlag

Regulation S-K, Item 
106(b)(1)(ii)

Boolean (ii) Whether the registrant engages assessors, consultants, auditors, 
or other third parties in connection with any such processes 
[for assessing, identifying, and managing material risks from 
cybersecurity threats];

cyd:CybersecurityRiskThirdPartyOversightAnd-
IdentificationProcessesFlag

Regulation S-K, Item 
106(b)(1)(iii)

Boolean (iii) Whether the registrant has processes to oversee and identify 
such risks from cybersecurity threats associated with its use of any 
third-party service provider.

cyd:CybersecurityRiskMateriallyAffectedOr- 
ReasonablyLikelyToMateriallyAffectRegistrant-
Flag

Regulation S-K, Item 
106(b)(2)

Boolean (2) Describe whether any risks from cybersecurity threats, including 
as a result of any previous cybersecurity incidents, have materially 
affected or are reasonably likely to materially affect the registrant, 
including its business strategy, results of operations, or financial 
condition ... .

cyd:CybersecurityRiskMateriallyAffectedOr-
ReasonablyLikelyToMateriallyAffectRegistrant-
TextBlock

Regulation S-K, Item 
106(b)(2)

Text Block (2) Describe whether any risks from cybersecurity threats, including 
as a result of any previous cybersecurity incidents, have materially 
affected or are reasonably likely to materially affect the registrant, 
including its business strategy, results of operations, or financial 
condition and if so, how.
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Element Name Reference Data Type Reference Text

cyd:CybersecurityRiskBoardOfDirectors- 
OversightTextBlock 

Regulation S-K, Item 
106(c)(1)

Text Block (c) Governance. (1) Describe the board of directors’ oversight of 
risks from cybersecurity threats. If applicable, identify any board 
committee or subcommittee responsible for the oversight of risks 
from cybersecurity threats and describe the processes by which the 
board or such committee is informed about such risks.

cyd:CybersecurityRiskBoardCommitteeOr- 
SubcommitteeResponsibleForOversightText-
Block

Regulation S-K, Item 
106(c)(1)

Text Block (c) Governance. (1) Describe the board of directors’ oversight of 
risks from cybersecurity threats. If applicable, identify any board 
committee or subcommittee responsible for the oversight of 
risks from cybersecurity threats and describe the processes by 
which the board or such committee is informed about such risks.

cyd:CybersecurityRiskProcessForInforming- 
BoardCommitteeOrSubcommitteeResponsible-
ForOversightTextBlock

Regulation S-K, Item 
106(c)(1)

Text Block (c) Governance. (1) Describe the board of directors’ oversight of 
risks from cybersecurity threats. If applicable, identify any board 
committee or subcommittee responsible for the oversight of risks 
from cybersecurity threats and describe the processes by which 
the board or such committee is informed about such risks.

cyd:CybersecurityRiskRoleOfManagementText- 
Block

Regulation S-K, Item 
106(c)(2)

Text Block (2) Describe management’s role in assessing and managing the 
registrant’s material risks from cybersecurity threats. In providing 
such disclosure, a registrant should address, as applicable, the 
following non-exclusive list of disclosure items:

(i) Whether and which management positions or committees are 
responsible for assessing and managing such risks, and the relevant 
expertise of such persons or members in such detail as necessary to 
fully describe the nature of the expertise;

(ii) The processes by which such persons or committees are 
informed about and monitor the prevention, detection, mitigation, 
and remediation of cybersecurity incidents; and

(iii) Whether such persons or committees report information 
about such risks to the board of directors or a committee or 
subcommittee of the board of directors.

cyd:CybersecurityRiskManagementPositionsOr-
CommitteesResponsibleFlag

Regulation S-K, Item 
106(c)(2)(i)

Boolean (i) Whether and which management positions or committees 
are responsible for assessing and managing such risks [from 
cybersecurity threats], and the relevant expertise of such persons 
or members in such detail as necessary to fully describe the nature 
of the expertise;

cyd:CybersecurityRiskManagementPositionsOr-
CommitteesResponsibleTextBlock

Regulation S-K, Item 
106(c)(2)(i)

Text Block (i) Whether and which management positions or committees 
are responsible for assessing and managing such risks [from 
cybersecurity threats], and the relevant expertise of such persons 
or members in such detail as necessary to fully describe the nature 
of the expertise;

cyd:CybersecurityRiskManagementExpertiseOf-
ManagementResponsibleTextBlock

Regulation S-K, Item 
106(c)(2)(i)

Text Block (i) Whether and which management positions or committees 
are responsible for assessing and managing such risks, and the 
relevant expertise of such persons or members in such detail as 
necessary to fully describe the nature of the expertise;

cyd:CybersecurityRiskProcessForInforming- 
ManagementOrCommitteesResponsibleText-
Block

Regulation S-K, Item 
106(c)(2)(ii)

Text Block (ii) The processes by which such persons or committees are 
informed about and monitor the prevention, detection, mitigation, 
and remediation of cybersecurity incidents;

cyd:CybersecurityRiskManagementPositionsOr-
CommitteesResponsibleReportToBoardFlag

Regulation S-K, Item 
106(c)(2)(iii)

Boolean (iii) Whether such persons or committees report information about 
such risks [from cybersecurity threats] to the board of directors or a 
committee or subcommittee of the board of directors.

It is important to note that some of these text block elements may have fact values that overlap within the text of the disclosure, 
which may make tagging the disclosure challenging. In such cases, preparers can use "continuations" to combine data from 
different HTML blocks into one fact. A continuation can allow an XBRL fact to contain sentences or data from multiple HTML 
paragraph or table blocks.
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The following illustration shows an example of a disclosure containing a registrant's policies for Cybersecurity Risk Management 
and Strategy with the tagging marked. For items in blue, a preparer can tag blocks with the Text Block concept. For items in 
green, preparers should tag the appropriate text that indicates the disclosure pertaining to the Boolean concept. Once tagged, 
the text must be transformed using the ixt:booleantrue transform to set a fact value of "true" or the ixt:booleanfalse transform 
to set a fact value of "false". While hidden facts may be used for these concepts, it is recommended to find text within the 
disclosure that corresponds to the fact value so that users of the data may view the fact within the context of the disclosure.

For some concept pairs, the Boolean concept will have a fact value of false. In such instances, the corresponding Text Block con-
cept may not apply. In our example below, there is no value for the CybersecurityRiskMateriallyAffectedOrReasonablyLikelyToMa-
teriallyAffectRegistrantTextBlock concept because the value for CybersecurityRiskMateriallyAffectedOrReasonablyLikelyToMaterial-
lyAffectRegistrantFlag concept would be set to "false".

Cybersecurity Risk Management and Strategy

Excellent Company has developed, implemented, and maintained a cybersecurity risk management program 
intended to protect the confidentiality, integrity and availability of our critical technology systems, data 
and information. We have implemented processes and protocols designed to monitor, identify, mitigate 
and prevent material risks associated with cybersecurity threats and incidents relevant to internal networks, 
business applications, customer-facing applications, customer payment systems, and business operations. 
Cybersecurity represents an important component of our overall cross-functional approach to risk 
management. Our cybersecurity practices are integrated into the Company's enterprise risk management 
("ERM") approach, and cybersecurity risks are among the core enterprise risks identified for oversight by the 
Board through our annual ERM assessment.

Our cybersecurity risk management program utilizes information and guidance derived from industry-
recognized frameworks, including the International Organization for Standardization (ISO) 27001 Framework 
and the National Institute of Standards and Technology (NIST) Cybersecurity Framework 2.0 (CSF), specifically 
the NIST 800-53 and NIST 811-171 publications. While we have based our cybersecurity risk management 
program on these frameworks, we have not obtained these specific certifications to date. 

Our cybersecurity risk management program includes but is not limited to the following:

• risk assessments performed both internally and by external vendors to assist in the identification of 
material cybersecurity risks to our critical systems, information, products, services, and our broader 
enterprise Information Technology (IT) environment;

• contracting with and use of third-party service providers, where deemed necessary, to assess, test or 
otherwise assist with aspects of our security controls;

• cybersecurity awareness training for our employees;
• adoption of a cybersecurity incident response plan that includes procedures for responding to 

cybersecurity incidents; and
• a risk management process for selecting and working with key service providers, suppliers, and  

vendors that takes into account our assessment of their criticality to our operations and their  
respective risk profiles.

We continuously monitor, assess, and strategically invest to improve the effectiveness and resiliency of our 
information security systems to keep abreast of the dynamic and complex cybersecurity landscape.

We use third-party vendors to review and test our IT systems and utilize our internal team of experienced 
personnel to evaluate and assess the efficacy of cybersecurity systems and to make recommendations and 
identify opportunities for improvements to our cybersecurity risk management program. We report the 
results of these assessments to our Audit Committee regularly and to our Board of Directors at least annually.

We have not identified and are not aware of any risks from cybersecurity threats, including as a result of any 
prior cybersecurity incidents, which have materially affected or are reasonably likely to materially affect us, 
including our operations, business strategy, results of operations, or financial condition. Despite our security 
measures, however, there can be no assurance that we, or third parties with which we interact, will not 
experience a cybersecurity incident in the future that will materially affect us.

CybersecurityRiskManagementProcessesForAssessingIdentifyingAndManagingThreatsTextBlock

CybersecurityRiskManagementProcessesIntegratedFlag

CybersecurityRiskManagementProcessesIntegratedTextBlock

CybersecurityRiskManagementThirdPartyEngagedFlag

CybersecurityRiskThirdPartyOversightAndIdentificationProcessesFlag

CybersecurityRiskMateriallyAffectedOrReasonablyLikelyToMateriallyAffectRegistrantFlag
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The following illustration shows an example of a disclosure containing a registrant's policies for Cybersecurity Governance with 
the tagging marked. For items in blue, a preparer can tag blocks with the Text Block concept. For items in green, preparers 
should tag the appropriate text that indicates the disclosure pertaining to the Boolean concept. Once tagged, the text must 
be transformed using the ixt:booleantrue transform to set a fact value of "true" or the ixt:booleanfalse transform to set a fact 
value of "false". While hidden facts may be used for these concepts, it is recommended to find text within the disclosure that 
corresponds to the fact value so that users of the data may view the fact within the context of the disclosure.

In our example, we tagged the same data for both the CybersecurityRiskManagementPositionsOrCommitteesResponsibleFlag 
and CybersecurityRiskManagementPositionsOrCommitteesResponsibleTextBlock concepts. Doing so is not required or may not be 
appropriate depending on your own disclosures. It is important to tag data within the disclosure that relates to the answer for 
the Boolean concept. In this case, the data that best descibes which management positions or committees are responsible for 
assessing and managing risks from cybersecurity threats is also the most appropriate to tag to indicate whether our example 
registrant has management positions that are responsible for assessing and managing cybersecurity risks.

Cybersecurity Governance

Our Board considers cybersecurity risk as part of its risk oversight function and has delegated to the  
Audit Committee oversight of cybersecurity and other information technology risks. The Audit Committee 
oversees management's implementation of our cybersecurity risk management program. The Audit 
Committee receives quarterly reports from our CIO and/or our VPIS regarding any significant cybersecurity 
incidents, as well as any incidents with lesser impact potential. The CIO and VPIS report quarterly to the  
Audit Committee and Board regarding cybersecurity risks and the status of our cyber risk management 
program. Our CIO and/or VPIS also periodically make presentations to Board members on cybersecurity 
topics as part of the Board's continuing education on topics that impact our company.

Our cybersecurity risk management program is overseen by our Chief Information Officer ("CIO") and/or our 
Vice President of Information Security ("VPIS") and reviewed annually.

Our Cybersecurity team informs executive management about ongoing efforts to prevent, detect, mitigate, 
and remediate cybersecurity risks and incidents through various means. This may include briefings from 
internal security personnel; sharing publicly or privately available threat intelligence and other information 
obtained from governmental, public or private sources, including external consultants engaged by us; and 
forwarding alerts and reports produced by network monitoring and security tools we deploy.

Our CIO and VPIS collectively have over eight decades of IT and cybersecurity experience, including five 
decades in senior-level leadership roles. Our VPIS spent over three decades in federal law enforcement 
working in cyber-related roles.

In the event of a potential cybersecurity incident, or a series of related cybersecurity incidents, we have 
cybersecurity incident response frameworks in place. These frameworks are a set of coordinated procedures 
and tasks that our incident response teams execute with the goal of ensuring timely and accurate 
identification, resolution and reporting of cybersecurity incidents both internally and externally, as necessary. 
We regularly test and update these frameworks to ensure timely and accurate identification, resolution, and 
reporting of cybersecurity incidents. Part of our incident response framework includes timely reports to the 
CIO and VPIS, who provide quarterly reports to the Audit Committee and the Board of Directors.

CybersecurityRiskBoardOfDirectorsOversightTextBlock

CybersecurityRiskProcessForInformingBoardCommitteeOrSubcommitteeResponsibleForOversightTextBlock

CybersecurityRiskRoleOfManagementTextBlock CybersecurityRiskManagementPositionsOrCommitteesResponsibleFlag

CybersecurityRiskManagementPositionsOrCommitteesResponsibleTextBlock

CybersecurityRiskManagementExpertiseOfManagementResponsibleTextBlock

CybersecurityRiskProcessForInformingManagementOrCommitteesResponsibleTextBlock

CybersecurityRiskManagementPositionsOrCommitteesResponsibleReportToBoardFlag

CybersecurityRiskBoardCommitteeOrSubcommitteeResponsibleForOversightTextBlock



www.novaworks.com | support@novaworks.com
7

Form 8-K, Item 1.05
The new rules add disclosures to Form 8-K under Item 1.05. Within Item 1.05, registrants must disclose any cybersecurity 
incident they experience that is determined to be material and describe the material aspects of the incident's nature, scope, and 
timing, as well as the impact or reasonably likely impact of the incident.

When reporting cybersecurity incidents, the Form 8-K submission with the Item 1.05 disclosure must be filed within four 
business days of determining an incident was material. A registrant may delay filing if the United States Attorney General 
determines immediate disclosure would pose a substantial risk to national security or public safety. 

If information was not determined or was unavailable at the time of the initial 8-K filing, registrants should disclose the incident 
and any information that is available. Registrants must then amend the prior Item 1.05 Form 8-K to disclose such information 
when it becomes available.

In the CYD taxonomy, the concepts that correspond to cybersecurity incidents are Text Block concepts. Because more than 
one incident may be reported on a Form 8-K, incidents are reported using the MaterialCybersecurityIncidentAxis concept 
with a custom member concept that identifies the incident. Preparers may choose an identifying mnemonic such as the date 
or the nature of the incident to use within the custom member concept name and to distinguish separate incidents. If filing 
subsequent amendments to a Form 8-K, preparers should use the same member name as was used in the initial filing.

The periods used for the Text Block concepts should be the Date of Report (which corresponds to the date of the earliest event 
reported on the Form 8-K). If an amendment is filed to provide more information for a previously reported incident, the original 
date of report should be used as the period for the Text Block concepts, not the date of the amendment.

The concepts that appear on this disclosure are detailed in the following table. Note that in the Reference Text column, 
emphasis in bold is added to clarify which portion of the reference text applies to the use of the concept.

Element Name Reference Data Type Reference Text

cyd:MaterialCybersecurityIncidentNatureText-
Block

Form 8-K, 1.05(a) Text Block (a) If the registrant experiences a cybersecurity incident that 
is determined by the registrant to be material, describe the 
material aspects of the nature, scope, and timing of the incident, 
and the material impact or reasonably likely material impact on 
the registrant, including its financial condition and results of 
operations.

cyd:MaterialCybersecurityIncidentScopeText-
Block

Form 8-K, 1.05(a) Text Block (a) If the registrant experiences a cybersecurity incident that is 
determined by the registrant to be material, describe the material 
aspects of the nature, scope, and timing of the incident, and 
the material impact or reasonably likely material impact on the 
registrant, including its financial condition and results of operations.

cyd:MaterialCybersecurityIncidentTimingText-
Block

Form 8-K, 1.05(a) Text Block (a) If the registrant experiences a cybersecurity incident that is 
determined by the registrant to be material, describe the material 
aspects of the nature, scope, and timing of the incident, and 
the material impact or reasonably likely material impact on the 
registrant, including its financial condition and results of operations.

cyd:MaterialCybersecurityIncidentMaterial- 
ImpactOrReasonablyLikelyMaterialImpactText-
Block

Form 8-K, 1.05(a) Text Block (a) If the registrant experiences a cybersecurity incident that is 
determined by the registrant to be material, describe the material 
aspects of the nature, scope, and timing of the incident, and the 
material impact or reasonably likely material impact on the 
registrant, including its financial condition and results of 
operations.

cyd:MaterialCybersecurityIncidentInformation-
NotAvailableOrUndeterminedTextBlock

Form 8-K, 1.05, 
Instruction 2

Text Block 2. To the extent that the information called for in Item 1.05(a) is 
not determined or is unavailable at the time of the required filing, 
the registrant shall include a statement to this effect in the filing 
and then must file an amendment to its Form 8-K filing under this 
Item 1.05 containing such information within four business days 
after the registrant, without unreasonable delay, determines such 
information or within four business days after such information 
becomes available.

As mentioned above, each of these concepts will be used to create facts within a context that uses the 
MaterialCybersecurityIncidentAxis and the Date of Report for the initial 8-K filing that first discloses the cybersecurity incident.
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2024-10-31
MaterialCybersecurityIncidentAxis
Oct312024IncidentMember

The following illustration shows an example of an Item 1.05 8-K disclosure. The custom member element to identify the 
incident is shown in red text. The period used for the context is shown in purple. Each concept for this incident will be used in 
conjunction with that member and period combination.

Item 1.05. Material Cybersecurity Incidents.

On October 31, 2024, Excellent Company (the “Company”) identified a suspected nation-state associated 
cybersecurity threat actor had gained access to some of the Excellent Data information technology systems. 
Immediately upon detection of this outside threat, the Company proactively isolated the impacted systems 
from other connecting systems in the interest of protecting our partners and customers, to contain, assess 
and remediate the incident.

The Company is working diligently to restore those systems and resume normal operations as soon as 
possible, but cannot estimate the duration or extent of the disruption at this time. The Company has 
retained leading security experts, is working with law enforcement and notified customers, clients and certain 
government agencies. At this time, the Company believes the network interruption is specific to Excellent 
Data systems, and all other systems across the Company are operational.

During the disruption, certain networks and transactional services may not be accessible. The Company 
is providing updates on the incident at https://www.sampledisclosure/incident. Please access that site for 
further information.

As of the date of this report, the Company has not determined the incident is reasonably likely to materially 
impact the Company’s financial condition or results of operations.

MaterialCybersecurityIncidentNatureTextBlock

MaterialCybersecurityIncidentInformationNotAvailableOrUndeterminedTextBlock

MaterialCybersecurityIncidentTimingTextBlock

MaterialCybersecurityIncidentScopeTextBlock

The following illustration shows an example of an Item 1.05 8-K/A disclosure. The custom member element to identify the 
incident is shown in red text. The period for the context is shown in purple. Note that for the amendment, the period used is the 
period for the original disclosure, not the date the amendment was filed.

2024-10-31
MaterialCybersecurityIncidentAxis
Oct312024IncidentMember

Item 1.05. Material Cybersecurity Incidents.

As previously disclosed in the Original Form 8-K filed on October 31, 2024, the Company has experienced 
disruptions in its access to its Excellent Data information technology systems due to a cybersecurity incident 
experienced on October 29, 2024 (the “Incident”). Access to the Excellent Data information systems affected 
by the Incident was restored on November 5, 2024. However, the Company experienced operational 
disruptions throughout November.

The Company has concluded that the Incident had a material impact on the Company’s business during 
and results of operations for the second fiscal quarter ended November 30, 2024 (“Q2”). The Company’s 
GAAP earnings per diluted share for Q2 were $1.25, and the Company estimates that the Incident adversely 
affected its GAAP earnings per diluted share for Q2 by approximately $0.56 without taking into account 
any potential recoveries related to the Incident and after factoring in estimated lost income and expenses 
attributable to the Incident.

Based on the information available to the Company on the date hereof, the Company has concluded that the 
Incident is not reasonably likely to have a material impact on the Company’s financial condition or its current 
or future business or results of operations, except as disclosed herein.

MaterialCybersecurityIncidentMaterialImpactOrReasonablyLikelyMaterialImpactTextBlock

MaterialCybersecurityIncidentTimingTextBlock
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Form 20-F, Item 16K
These new rules add new disclosures to Form 20-F that are essentially identical to the changes made to Regulation S-K. Under 
Item 16K, foreign private issuers must:

• Describe the board's oversight of risks from cybersecurity threats; and
• Describe management's role in assessing and managing material risks from cybersecurity threats.

In the CYD taxonomy, the concepts used for the Item 16K disclosure are the same concepts that are used for the 10-K Item 106 
disclosure. The concepts that correspond to the risk management, strategy, and governance disclosures are generally narrative 
text blocks. Many text block concepts are paired with concepts that represent Boolean flags to indicate whether certain aspects 
of the cybersecurity processes and polices are true or false. For example, a Boolean concept can indicate whether a process 
exists or has been implemented and, if the value for that Boolean concept is true, the corresponding Text Block concept will 
indicate how it has been implemented.

The concepts that appear on this disclosure are detailed in the following table. Note that in the Reference Text column, 
emphasis in bold is added to clarify which portion of the reference text applies to the use of the concept. Additional context has 
been added to reference text using square brackets ([]).

Element Name Reference Data Type Reference Text

cyd:CybersecurityRiskManagementProcesses- 
ForAssessingIdentifyingAndManagingThreats-
TextBlock 

Item 16K(b)(1) Text Block (b) Risk management and strategy. (1) Describe the registrant's 
processes, if any, for assessing, identifying, and managing material 
risks from cybersecurity threats in sufficient detail for a reasonable 
investor to understand those processes. In providing such 
disclosure, a registrant should address, as applicable, the following 
non-exclusive list of disclosure items: 
 
(i) Whether and how any such processes have been integrated into 
the registrant's overall risk management system or processes; 
 
(ii) Whether the registrant engages assessors, consultants, auditors, 
or other third parties in connection with any such processes; and 
 
(iii) Whether the registrant has processes to oversee and identify 
such risks from cybersecurity threats associated with its use of any 
third-party service provider.

cyd:CybersecurityRiskManagementProcesses-
IntegratedFlag 

Item 16K(b)(1)(i) Boolean (i) Whether and how any such processes [for assessing, 
identifying, and managing material risks from cybersecurity 
threats] have been integrated into the registrant’s overall risk 
management system or processes;

cyd:CybersecurityRiskManagementProcesses-
IntegratedTextBlock

Item 16K(b)(1)(i) Text Block (i) Whether and how any such processes [for assessing, 
identifying, and managing material risks from cybersecurity 
threats] have been integrated into the registrant’s overall risk 
management system or processes;

cyd:CybersecurityRiskManagementThirdParty-
EngagedFlag

Item 16K(b)(1)(ii) Boolean (ii) Whether the registrant engages assessors, consultants, auditors, 
or other third parties in connection with any such processes 
[for assessing, identifying, and managing material risks from 
cybersecurity threats];

cyd:CybersecurityRiskThirdPartyOversightAnd-
IdentificationProcessesFlag

Item 16K(b)(1)(iii) Boolean (iii) Whether the registrant has processes to oversee and identify 
such risks from cybersecurity threats associated with its use of any 
third-party service provider.

cyd:CybersecurityRiskMateriallyAffectedOr- 
ReasonablyLikelyToMateriallyAffectRegistrant-
Flag

Item 16K(b)(2) Boolean (2) Describe whether any risks from cybersecurity threats, including 
as a result of any previous cybersecurity incidents, have materially 
affected or are reasonably likely to materially affect the registrant, 
including its business strategy, results of operations, or financial 
condition ... .

cyd:CybersecurityRiskMateriallyAffectedOr-
ReasonablyLikelyToMateriallyAffectRegistrant-
TextBlock

Item 16K(b)(2) Text Block (2) Describe whether any risks from cybersecurity threats, including 
as a result of any previous cybersecurity incidents, have materially 
affected or are reasonably likely to materially affect the registrant, 
including its business strategy, results of operations, or financial 
condition and if so, how.
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Element Name Reference Data Type Reference Text

cyd:CybersecurityRiskBoardOfDirectors- 
OversightTextBlock 

Item 16K(c)(1) Text Block (c) Governance. (1) Describe the board of directors' oversight of 
risks from cybersecurity threats. If applicable, identify any board 
committee or subcommittee responsible for the oversight of risks 
from cybersecurity threats and describe the processes by which the 
board or such committee is informed about such risks.

cyd:CybersecurityRiskBoardCommitteeOr- 
SubcommitteeResponsibleForOversightText-
Block

Item 16K(c)(1) Text Block (c) Governance. (1) Describe the board of directors’ oversight of 
risks from cybersecurity threats. If applicable, identify any board 
committee or subcommittee responsible for the oversight of 
risks from cybersecurity threats and describe the processes by 
which the board or such committee is informed about such risks.

cyd:CybersecurityRiskProcessForInforming- 
BoardCommitteeOrSubcommitteeResponsible-
ForOversightTextBlock

Item 16K(c)(1) Text Block (c) Governance. (1) Describe the board of directors’ oversight of 
risks from cybersecurity threats. If applicable, identify any board 
committee or subcommittee responsible for the oversight of risks 
from cybersecurity threats and describe the processes by which 
the board or such committee is informed about such risks.

cyd:CybersecurityRiskRoleOfManagementText- 
Block

Item 16K(c)(2) Text Block (2) Describe management's role in assessing and managing the 
registrant's material risks from cybersecurity threats. In providing 
such disclosure, a registrant should address, as applicable, the 
following non-exclusive list of disclosure items: 
 
(i) Whether and which management positions or committees are 
responsible for assessing and managing such risks, and the relevant 
expertise of such persons or members in such detail as necessary to 
fully describe the nature of the expertise; 
 
(ii) The processes by which such persons or committees are 
informed about and monitor the prevention, detection, mitigation, 
and remediation of cybersecurity incidents; and 
 
(iii) Whether such persons or committees report information 
about such risks to the board of directors or a committee or 
subcommittee of the board of directors.

cyd:CybersecurityRiskManagementPositionsOr-
CommitteesResponsibleFlag

Item 16K(c)(2)(i) Boolean (i) Whether and which management positions or committees 
are responsible for assessing and managing such risks [from 
cybersecurity threats], and the relevant expertise of such persons 
or members in such detail as necessary to fully describe the nature 
of the expertise;

cyd:CybersecurityRiskManagementPositionsOr-
CommitteesResponsibleTextBlock

Item 16K(c)(2)(i) Text Block (i) Whether and which management positions or committees 
are responsible for assessing and managing such risks [from 
cybersecurity threats], and the relevant expertise of such persons 
or members in such detail as necessary to fully describe the nature 
of the expertise;

cyd:CybersecurityRiskManagementExpertiseOf-
ManagementResponsibleTextBlock

Item 16K(c)(2)(i) Text Block (i) Whether and which management positions or committees 
are responsible for assessing and managing such risks, and the 
relevant expertise of such persons or members in such detail as 
necessary to fully describe the nature of the expertise;

cyd:CybersecurityRiskProcessForInforming- 
ManagementOrCommitteesResponsibleText-
Block

Item 16K(c)(2)(ii) Text Block (ii) The processes by which such persons or committees are 
informed about and monitor the prevention, detection, mitigation, 
and remediation of cybersecurity incidents;

cyd:CybersecurityRiskManagementPositionsOr-
CommitteesResponsibleReportToBoardFlag

Item 16K(c)(2)(iii) Boolean (iii) Whether such persons or committees report information about 
such risks [from cybersecurity threats] to the board of directors or a 
committee or subcommittee of the board of directors.

It is important to note that some of these text block elements may have fact values that overlap within the text of the disclosure, 
which may make tagging the disclosure challenging. In such cases, preparers can use "continuations" to combine data from 
different HTML blocks into one fact. A continuation can allow an XBRL fact to contain sentences or data from multiple HTML 
paragraph or table blocks.



www.novaworks.com | support@novaworks.com
11

The following illustration shows an example of a disclosure containing a registrant's policies for Item 16K(b). For items in 
blue, a preparer can tag blocks with the Text Block concept. For items in green, preparers should tag the appropriate text that 
indicates the disclosure pertaining to the Boolean concept. Once tagged, the text must be transformed using the ixt:booleantrue 
transform to set a fact value of "true" or the ixt:booleanfalse transform to set a fact value of "false". While hidden facts may be 
used for these concepts, it is recommended to find text within the disclosure that corresponds to the fact value so that users of 
the data may view the fact within the context of the disclosure.

For some concept pairs, the Boolean concept will have a fact value of false. In such instances, the corresponding Text Block con-
cept may not apply. In our example below, there is no value for the CybersecurityRiskMateriallyAffectedOrReasonablyLikelyToMa-
teriallyAffectRegistrantTextBlock concept because the value for CybersecurityRiskMateriallyAffectedOrReasonablyLikelyToMaterial-
lyAffectRegistrantFlag concept would be set to "false".

Cybersecurity Risk Management and Strategy

Cybersecurity risk management is an integral part of our overall corporate risk management program at 
Excellent FPI. We've integrated cybersecurity risk management into our enterprise risk management by 
assessing vulnerabilities identified by our partners based on MITRE ATT&CK standards and determining the 
likelihood of exploitation and the potential for cyber-attacks. This process aligns with the Cyber Vulnerability 
Management Policy and adheres to the guidelines of ISO 27001, MITRE ATT&CK, and NIST CSF. The program 
encompasses the management of threats and incidents related to developed applications and third-party 
services such as AWS, OCI, GCP, SAP, and Salesforce. Preventive measures include anti-phishing campaigns, 
multi-factor authentication, and restricted privileged access.

Our internal team includes a cybersecurity specialist and an analyst. Our Cybersecurity partners consist 
of two partner companies. One partner manages the Security Operations Center (“SOC”), while the other 
performs continuous vulnerability assessments, including risk assessments of our key service providers, 
suppliers, vendors, and other third-party partners. These partners use SIEM (Security Information and 
Event Management) and IDR (Incident Detection and Response) tools to identify, assess, and mitigate 
vulnerabilities. In the event of cybersecurity incidents, they work with our team to resolve them. 
Vulnerabilities are classified and addressed for correction by the IT Infrastructure. The SOC and Excellent 
FPI’s cybersecurity team respond to incidents, and the partner company provides monthly reports on 
vulnerabilities and incidents.

We seek to proactively address information security and data privacy risks through a structured and 
comprehensive approach. We regularly conduct an independent maturity review of our cybersecurity and 
privacy programs, utilizing the U.S. National Institute of Standards and Technology (NIST) frameworks, 
specifically the Cybersecurity Framework (CSF) for cybersecurity and the NIST Privacy Framework for privacy 
management.

Based on our latest review, our current practices and policies exceed the recommended target score of 3.0 
(Defined), which is considered the benchmark where processes have become formal, standardized, and 
defined. Achieving these levels signifies that we have robust, consistent policies and practices across the 
organization, which helps mitigate risks associated with cyber threats and privacy concerns.

As previously disclosed, we experienced a cybersecurity incident in 2019 which temporarily disrupted our 
systems. We have no reason to believe that such an incident resulted in the unauthorized disclosure of 
confidential information. See “Item 3.D. Risk Factors - We were the target of a cybersecurity incident that 
disrupted our systems.” Any security incident, or any perceived failure involving the misappropriation, loss 
or other unauthorized disclosure of confidential information, as well as any failure or perceived failure to 
comply with laws, policies, legal obligations or industry standards regarding data privacy and protection, 
whether by us or our service providers, could damage our reputation, expose us to litigation risk and liability, 
subject us to negative publicity, disrupt our operations and harm our business. We cannot assure you that 
our security measures, or those put in place by our service providers, will be sufficient to prevent future 
security breaches or incidents, which may directly or indirectly affect us, or that our failure to prevent them 
will not have a material adverse effect on our business, results of operations or financial condition. We are 
aware of the constant cybersecurity risks and continue to implement protective measures that allow us to 
minimize potential negative impacts on our business. Except for that incident, we have not recorded any 
significant cybersecurity events that have materially affected or are reasonably likely to materially affect us, 
our business strategy, results of operations, or financial condition.

CybersecurityRiskManagementProcessesForAssessingIdentifyingAndManagingThreatsTextBlock

CybersecurityRiskManagementProcessesIntegratedFlag

CybersecurityRiskManagementProcessesIntegratedTextBlock

CybersecurityRiskThirdPartyOversightAndIdentificationProcessesFlag CybersecurityRiskManagementThirdPartyEngagedFlag

CybersecurityRiskMateriallyAffectedOrReasonablyLikelyToMateriallyAffectRegistrantFlag

CybersecurityRiskMateriallyAffectedOrReasonablyLikelyToMateriallyAffectRegistrantTextBlock
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The following illustration shows an example of a disclosure containing a registrant's policies for Item 16K(c) with the tagging 
marked. For items in blue, a preparer can tag blocks with the Text Block concept. For items in green, preparers should tag the 
appropriate text that indicates the disclosure pertaining to the Boolean concept. Once tagged, the text must be transformed 
using the ixt:booleantrue transform to set a fact value of "true" or the ixt:booleanfalse transform to set a fact value of false. While 
hidden facts may be used for these concepts, it is recommended to find text within the disclosure that corresponds to the fact 
value so that users of the data may view the fact within the context of the disclosure.

In our illustration, we've broken apart paragraphs to allow for an easier visualization of the tagging. Tagging may include 
multiple Text Block facts within a single HTML paragraph or block. Items may also be nested or overlap within the disclosure. 

For example, as you can see in our above sample, we tagged portions of the same HTML paragraph for both the Cybersecurity-
RiskManagementPositionsOrCommitteesResponsibleReportToBoardFlag and the CybersecurityRiskProcessForInformingBoard-
CommitteeOrSubcommitteeResponsibleForOversightTextBlock concepts. Doing so is not required or may not be appropriate 
depending on your own disclosures. It is important to tag data within the disclosure that relates to the answer for the Boolean 
concept. In this case, the data that best descibes the process for reporting to the board is also the most appropriate to tag to 
indicate whether our example registrant has management positions or committees that are responsible for informing the board 
of cybersecurity risks.

Governance

The Board of Directors of Excellent FPI oversees the cybersecurity risk management program, which 
currently applies only to Excellent FPI. Direct oversight is delegated to the Information Security and Data 
Privacy Committee, consisting of seven members: the CEO, the General Manager of Information Technology, 
the Cybersecurity Specialist, the Internal Controls Coordinator, the Data Protection Officer (DPO), a 
representative from the Legal department, and a representative from HR.

 

The Committee is responsible for:

• Approving the annual review of the Corporate Information Security and Cybersecurity Policy (PCSIC).
• Recommending improvements to access control processes and incident response.
• Developing and reviewing the Cyber Incident Communication Plan.
• Ensuring compliance with the General Data Protection Law (LGPD) and overseeing audits and 

corrective actions.

The Committee provides reports on material risks and critical incidents to the Board, with quarterly updates 
based on indicators provided by the SOC. 

Management is responsible for the continuous identification and assessment of cybersecurity risks, 
implementation of mitigation measures, and maintenance of security programs. 

The General Manager of Information Technology oversees the operation of cybersecurity programs, receiving 
monthly reports from the SOC and the Cybersecurity Specialist and coordinating incident response.

The cybersecurity team consists of the General Manager and the Cybersecurity Specialist who have  
combined over 20 years of experience in frameworks such as ISO 27k, NIST CSF, MITRE ATT&CK, and CIS V8. 

The cybersecurity team leads the implementation of policies, creation of procedures, monitoring of incidents, 
and remediation of vulnerabilities. Cybersecurity reports are provided quarterly to the CEO, covering third-
party assessments, developments, and updates to security strategies.

CybersecurityRiskBoardOfDirectorsOversightTextBlock

CybersecurityRiskBoardCommitteeOrSubcommitteeResponsibleForOversightTextBlock

CybersecurityRiskManagementPositionsOrCommitteesResponsibleFlag

CybersecurityRiskManagementExpertiseOfManagementResponsibleTextBlock

CybersecurityRiskProcessForInformingBoardCommitteeOrSubcommitteeResponsibleForOversightTextBlock

CybersecurityRiskRoleOfManagementTextBlock

CybersecurityRiskManagementPositionsOrCommitteesResponsibleTextBlock

CybersecurityRiskManagementPositionsOrCommitteesResponsibleReportToBoardFlag

CybersecurityRiskProcessForInformingManagementOrCommitteesResponsibleTextBlock
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Form 6-K
The new rules add disclosures to Form 6-K that are substantially the same as the disclosures required by Item 1.05 of Form 8-K. 
Under the new rules, registrants must disclose any cybersecurity incident they experience that is determined to be material and 
that they disclose or otherwise publicize in a foreign jurisdiction to any stock exchange or to security holders.

As part of the disclosure, registrants must provide information about the material aspects of the incident's nature, scope, and 
timing, as well as the impact or reasonably likely impact of the incident.

If information was not determined or was unavailable at the time of the initial 6-K filing, registrants should disclose the incident 
and any information that is available. Registrants must then amend the 6-K to disclose such information when it becomes 
available.

In the CYD taxonomy, the concepts that correspond to cybersecurity incidents are Text Block concepts. Because more than 
one incident may be reported on a Form 6-K, incidents are reported using the MaterialCybersecurityIncidentAxis concept 
with a custom member concept that identifies the incident. Preparers may choose an identifying mnemonic such as the date 
or the nature of the incident to use within the custom member concept name and to distinguish separate incidents. If filing 
subsequent amendments to a Form 8-K, preparers should use the same member name as was used in the initial filing.

The periods used for the Text Block concepts should be the Date of Report (which corresponds to the date of the earliest event 
reported on the Form 6-K). If an amendment is filed to provide more information for a previously reported incident, the original 
date of report should be used as the period for the Text Block concepts, not the date of the amendment.

The concepts that appear on this disclosure are detailed in the following table. Note that in the Reference Text column, 
emphasis in bold is added to clarify which portion of the reference text applies to the use of the concept. In the taxonomy, 
the reference for items on Form 6-K is General Instruction B, which contains information on the conditions that trigger a 6-K 
filing, without express instructions on the meaning of the concepts for disclosing cybersecurity incidents. For that reason, the 
Reference Text column in the table below contains the reference text for the concept on Form 8-K, Item 1.05, to help preparers 
distinguish which concepts should be used for which portions of the disclosure.

Element Name Reference Data Type Reference Text

cyd:MaterialCybersecurityIncidentNatureText-
Block

Form 6-K, General 
Instruction B

Form 8-K, 1.05(a)

Text Block (a) If the registrant experiences a cybersecurity incident that 
is determined by the registrant to be material, describe the 
material aspects of the nature, scope, and timing of the incident, 
and the material impact or reasonably likely material impact on 
the registrant, including its financial condition and results of 
operations.

cyd:MaterialCybersecurityIncidentScopeText-
Block

Form 6-K, General 
Instruction B 

Form 8-K, 1.05(a)

Text Block (a) If the registrant experiences a cybersecurity incident that is 
determined by the registrant to be material, describe the material 
aspects of the nature, scope, and timing of the incident, and 
the material impact or reasonably likely material impact on the 
registrant, including its financial condition and results of operations.

cyd:MaterialCybersecurityIncidentTimingText-
Block

Form 6-K, General 
Instruction B 

Form 8-K, 1.05(a)

Text Block (a) If the registrant experiences a cybersecurity incident that is 
determined by the registrant to be material, describe the material 
aspects of the nature, scope, and timing of the incident, and 
the material impact or reasonably likely material impact on the 
registrant, including its financial condition and results of operations.

cyd:MaterialCybersecurityIncidentMaterial- 
ImpactOrReasonablyLikelyMaterialImpactText-
Block

Form 6-K, General 
Instruction B 

Form 8-K, 1.05(a)

Text Block (a) If the registrant experiences a cybersecurity incident that is 
determined by the registrant to be material, describe the material 
aspects of the nature, scope, and timing of the incident, and the 
material impact or reasonably likely material impact on the 
registrant, including its financial condition and results of 
operations.

cyd:MaterialCybersecurityIncidentInformation-
NotAvailableOrUndeterminedTextBlock

Form 6-K, General 
Instruction B 

Form 8-K, 1.05, 
Instruction 2

Text Block 2. To the extent that the information called for in Item 1.05(a) is 
not determined or is unavailable at the time of the required filing, 
the registrant shall include a statement to this effect in the filing 
and then must file an amendment to its Form 8-K filing under this 
Item 1.05 containing such information within four business days 
after the registrant, without unreasonable delay, determines such 
information or within four business days after such information 
becomes available.

As mentioned above, each of these concepts will be used to create facts within a context that uses the 
MaterialCybersecurityIncidentAxis and the Date of Report for the initial 6-K filing that first discloses the cybersecurity incident.
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2024-04-25
MaterialCybersecurityIncidentAxis
Oct312024IncidentMember

The following illustration shows an example of a 6-K disclosure. The custom member element to identify the incident is shown 
in red text. The period used for the context is shown in purple. Each concept for this incident will be used in conjunction with 
that member and period combination.

Excellent FPI Announces Cybersecurity Incident

On April 25, 2024, Excellent FPI (the “Company”) determined that it experienced a cybersecurity incident in 
recent days that affected several data servers located at some of our operations in Latin America. In reponse, 
the Company implemented its cybersecurity protection and incident response protocols.

The Company is currently working with experts on measures to prevent an adverse impact on its information 
technology applications. While such measures are implemented, the Company expects to continue 
its business operations through backup procedures, and will prioritize its protection of the integrity, 
confidentiality, and availability of its information.

As of this report, operations in Latin America have already resumed.

A forensic assessment to determine the extent of the cybersecurity incident is currently ongoing.

MaterialCybersecurityIncidentNatureTextBlock

MaterialCybersecurityIncidentInformationNotAvailableOrUndeterminedTextBlock

MaterialCybersecurityIncidentTimingTextBlock

MaterialCybersecurityIncidentScopeTextBlock

The following illustration shows an example of a 6-K/A disclosure. The custom member element to identify the incident is 
shown in red text. The period for the context is shown in purple. Note that for the amendment, the period used is the period for 
the original disclosure, not the date the amendment was filed.

2024-04-25
MaterialCybersecurityIncidentAxis
Apr252024IncidentMember

Cybersecurity Incident Update

As previously disclosed on April 25, 2024, in our 6-K filing, Excellent FPI determined that it had experienced a 
cybersecurity incident. Upon discovery, we immediately activated our cybersecurity response protocols and 
launched a forensic investigation with the assistance of third-party cybersecurity experts to determine the 
extent of the incident. In the days following the discovery of the incident, our operations in Latin America 
have resumed.

The investigation has determined that the party responsible for the incident extracted certain Company data 
located in servers at some of our operations in Latin America. We recently learned that the party responsible 
for this incident published some information it had extracted. It is possible that additional information 
accessed by the party responsible for the incident will be published.

This cybersecurity incident has not materially adversely impacted Coca-Cola FEMSA’s business operations or 
related functions and our service to customers continues uninterrupted.

Data security is extremely important to us. Our team, including third party experts, has been working to 
enhance our cybersecurity risk management program and security posture.

MaterialCybersecurityIncidentNatureTextBlock

MaterialCybersecurityIncidentScopeTextBlock

MaterialCybersecurityIncidentMaterialImpactOrReasonablyLikelyMaterialImpactTextBlock
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